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1. Qriginator 2. Log Date: 3. CCR #: 4.Rev: | 5. Tel: 6. Rm#: | 7. Dept.
Rajesh Dharia \b ™ R&So OG~0 ,ZCH — (301) 925-0498 3204E Fel. Dev
8. CCR Title: Install solaris 2.5.1 recommended Java Runtime & Security patches in 10G ceil
9. Originator Signature/Date . 10. Class 11. Type: 12. Need Date: 3/23/00
~F - 5 1
/’&}j@b : ;kﬁb\ﬂ- 3/"6/3"17 m CCR
13. Office Manager Signature/Date 14. Category of Change: 15. Priority: (i “‘Emergency”
L5 - . EDF (RTSC fill in Block 28).
4 W\A 31L& oo { ) Routine
16. Documeritation/Drawings impacted: 17. Schedule 18. Cl(s) Affected:
N/A Impact:
N/A
19. Release Affected by this Change: 20. Date due to Customer: | 21. Estimated Cost:
BA, 58 None - Under 100K

22. Source Reference: [ JNCR (attach) [ JActionHem [ TechRef. [ |GSFC [XOther:
Driven by ICOTS O/S upgrade meeting and direction from (COTS lead Royal White

23. Problem: (use additional Sheets if necessary)

The Java2 runtime environment requires a Kernel patch  103640-32 and also Following security patches are CERT Advisory 99-11
in SUN security bulletin 192: Multiple vulnerabilities have been identified for Systems running the Common Desktop Environment
(CDE}. The following vendor recommended patches are required as soon as posible.

Patch ID # 108205-01

Patch iD # 108289-02

24. Proposed Solution: (use additional sheets if necessary)

Install Java runtime kernel patch in 1DG cell for clydes, minataur, sdps1 using Tar file on lemmings: /data0/CM_INBOX
103640-32.1ar Checksum: 1606889866 17849856 (msaml machine has this patch)

Also, install recommended security patches 108205-01 and 108289-02 for following sun machines in IDG cell: clydes, miami,
minotaur, sdps1 using below tar files on lemmings:/data0/CM_INBOX  108205-01.tar.Z cksum: 3158924155 111887
108289-02 .tar.Z cksum 710053223 195917

25. Alternate Solution: (use additional sheets if necessary)
N/A

26. Consequences if Change(s) are not approved: {use additional sheets if necessary)
Systems running the Common Deskiop Environment (CDE) will be exposed to security vuinerabilities

27. Justification for Emergency (If Block 15 is “Emergency™):

28. Site(s) Affected: [JeoF [ Jpvc [Ovatc [Jepc  [JasFc (JraRc [Onsioe [sme [ak UPL
[Jeoc X IDG Test Cell  [JOther

29. Board Comments: 30. Work Assigned To: | 31. CCR Closed Date;
32. /SCDV CCB Chair (Sign/Date): Disposition: @pr@om. Disapproved Withdraw Fwd/ESDIS ERB
JA%( L™ 3pofore Fud/ECS
33. M&O CCB Chair (Sign/Date): Disposition: Approved App/Com. Disapproved Withdraw Fwd/ESDIS ERB
Fwd/ECS
34. ECS CCB Chair (Sign/Date): Disposition: Approved App/Com. Disapproved Withdraw Fwd/ESDIS ERB
Fwd/ESDIS
CMo1JA00 ECS/EDF/SCDV/M&O
GRIg /
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